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1.0

1.1

1.2

Introduction

The NMCI enterprise Operating System environment is Microsoft Windows 2000
Active Directory. However, Windows NT is used in the USMC deployed
environment. In preparation for the Marine Corps’ transition to NMCI, MCTSSA
has been tasked to perform a pilot implementation of an NMCI Seat in a deployed
environment and document the procedure to accomplish this task. Dialin access to
the NMCI Network is a requirement for Marine Corps units when deployed. As a
result of this requirement, MCTSSA has been tasked to produce an Internet
Explorer PKI CERT Procedures Document for distribution to the Fleet. This will
be used as a guide to assist users with the process that is required in order to
access email over the Internet using Outlook Web Access (OWA). This document
is intended as a supplement to the NMCI ISF document titled Outlook Web
Access Users Guide to minimize the need for external assistance should a user
encounter problems accessing their NMCI e-mail via Outlook Web Access from a
remote location. This document describes the procedure of importing a user’s PKI
Certificate (CERT) into Internet Explorer (IE). Currently OWA is the only
application that requires that a PKI CERT be loaded in IE, however, there may be
applications in the future that will have this same requirement.

NMCI CLIN 004AC Seat:

Pentium III 1 GHz Processor
256MB of RAM

Integrated Ethernet 10/100 Adapter
Integrated V.90 56K Dialup Adapter

NMCI Environment

Remote access to the NMCI network will be accomplished via authentication
through either Remote Access Service (RAS) or High Speed VPN (Virtual Private
Network). The NMCI ISF (Internet Strike Force) has created a document titled
Remote Access Service Getting Started Guide. You can obtain a copy of the
NMCI ISF document by going to Outlook Web Access Users Guide and can be
found at the following location:

http://www.nmci-isf.com/downloads/OutlookWebAccess_UserGuide.zip

The following document is intended to be a supplement to the NMCI ISF
document and contains the procedures necessary to import a user’s PKI CERT
which is required in order to access NMCI e-mail via OWA.

If you need further assistance call the NMCI Helpdesk (1-866-843-6624).


http://www.nmci-isf.com/downloads/OutlookWebAccess_UserGuide.zip

1.3

1.4

NMCI Deployed Environment

The Marine Corps’ TDN environment consists of a Windows NT Operating
System. Procedure development and assessment of the operability of NMCI Seats
in a deployed environment has been conducted at MCTSSA in the SIF MEF Node
consisting of Windows NT PDC and BDC, Cisco Routers and Checkpoint’s Meta
IP DNS.

Background and Overview

This document is designed to assist the user with configuring Internet Explorer for
PKI Certificates that will then allow access to NMCI E-mail via OWA.

The following is a step-by-step guide for importing a PKI Certificate into Internet
Explorer.
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2.0 Internet Explorer Configuration for PKI CERT
2.1 Configure Internet Explorer Properties

211 Locate Internet Explorer (IE) icon the desktop of your machine.

Place the mouse cursor on top of the Internet
Explorer icon and click the “right” mouse button.

~ Entenprise Sc

N '

i start |

J o & 3 @ = |J BPKI Cert into Explarer.do... |5@5%EQT°£& 11537 A

Figure 2-1

2.1.1.1 Right Click on Internet Explorer (see Figure 2-1) and select Properties. Proceed to
paragraph 2.1.2



2.1.2 Internet Properties Configuration

Internet Properties dpd

aeneral I Securitvunnectium I Programs I advanced I

—Conkent Advisar

Ratings help wou contral the Inkernet content that can be
m’ wiewed on this computer,

Sethings. .. |

— Certificates
% Use certificates ko positivel: identify wourself, certification
@ authorities, and publishers,

Certificates. ., Publishers. .. |

A

—Personal infarmation

.. gutoComplete stores previous entries AutoCamplete. .. |
and suggesks matches For wou, =

Click on the button named |,

13 . 99 [y P[I:IF”E.'... |
Certificates...

Ik Cancel | Apply

Figure 2-2

2.1.2.1 Click on the Content TAB and then click on the “Certificates...” button. (See Figure 2-2)



2.1.3 Import Certificates

Inkended purpose:

Intermediate Certification Authotities | Trusted Rook Certification Authorities | LI_PI
Issued To | Issued By | Expirakio. .. | Friendly Mame | -
DDD CLASS 3 CA-3 Dal CLASS 3 Fook CA 7412006 LoD CLASS 3 C.,
GlnbaISign Rook CA Rk SGC Autharity 1/z2a/2014  <MNone:=
Eate CyberTrust Root Root SGC Autharity 212312006 <None:=
EMicrosoft windows ... Microsoft Roat Authority 120312002 <MNone:=
=ms sae Authority Root 5EC Authoriby 1/1/2010 <Mone =
Rook Agency Rook Agency 12131/2039  <None:=
[=lsecuremst cA 5GC ... Roat SGC Bukhority 10016/2009  <None:=
=) Thawte Premium Se... Roat SGC Bukhority THeiz004  <None:=
= Thawte Server Ca Root SEC Authority 7lefz004  =MNonex

Export... Remove Advanced...

poses

Click on the Import... button.

Wit

Close

i

Figure 2-3

2.1.3.1 Click on the “Import ...” button (shown in Figure 2-3), this will launch the “Wizard” shown
in Figure 2-4.



2.2 Certificate Import Wizard

2.21 Start of Certificate Import Wizard

Certificate Import Wizard

X

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, cerkificate krust
lists, and certificate revocation lists From wour disk to a
certificate skore,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infarmation
used ko proteck data or ko establish secure network,
connections. & certificake store is the swstem area where
cettificates are kept,

To continue, click Mext,

Click on the “Next >” button.

= Back

Cancel |

Figure 2-4

2.2.1.1 Select “Next>" (See Figure 2-4)




222 Select CERT File to Import

Certificate Import Wizard

File to Import
Specify the file wou want ko import,

Eile name:

Browse, ., |

Moke: More than one certificate can be stored in a single file in the Folloying Formats:

Personal Information Exchange- PECS #12 (PFX,.P12)
Crypkographic Message Syntax Standard- PECS #7 Certificat

Microsoft Serialized Certificate Store (53T

Click on the “Browse...”
button and locate the file

containing your CERT.
< Back Mexk = Cancel
Figure 2-5

2.2.2.1 Select “Browse...” (Figure 2-5)




open 2|

Loak in: | 5/ 3% Flappy (] - « & ek E-

=
Nn:ul:llecer plz

#1 - Go to the location of your
#2 - Click on CERT file.

your CERT file

#3 — Click “Open”

File narme: || j Open
File of type: IF'ersnnaI Infarrnation Exchange [+ pk:e.pl 2) j Cancel
g
Figure 2-6

2.2.2.2 Ensure that the file containing your CERT that is located on the 3 % in floppy is inserted
into your floppy drive, OR, that you have copied your CERT file to a folder on this PC or a
network drive that you have access to from this PC.

2.2.2.3 Select the file containing your CERT, and then select “Open”. (Figure 2-6)



Certificate Import Wizard x|

File to Import
Specify the File wou want ko impart,

Eile name:
Athoblecert plz

Moke: More than one certificate can be skored in a single file in the Following Formaks:
Personal Information Exchange- PECS #12 (.PFx, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates ( P7E)

Microsaft Serialized Certificate Skore ( 55T)

= Back Mext = Zancel
Figure 2-7
2.2.2.4 Your cert should now be appearing in the “File name:” box as shown in Figure 2-7.

2.2.2.5 Select “Next >”

10



2.2.2.51 Enter your Certificate Password

Certificate Import Wizard x|

Password
To mainkain security, the private key was protected with a password,

Tvpe the password For the private key,

Password:

[™ Enable strong private key protection. You will be
prampted every time the private key is used by an
application if you enable this option,

: #1 - Enter the password for
[ Mark the private key as exportabled your CERT in this box.

#2 — Click the “Next >”
button

\

< Back Mextk = Cancel

Figure 2-8

2.2.2.6 You must enter your password that you assigned when downloading your CERT (Figure
2-8)

2.2.2.7 Select “Next >”

11



2.2.3 Certificate Store

Certificate Import Wizard

Certificate Store

Certificate stores are swskem areas where certificates are kept,

Windows can automatically select a certificate stare, or wou can specify a location Far

& aukomatically select the certificate store based on the bype of certificate:

{~ Place all certificates in the Following store

iZertificate skore:

Click on the “Next >” button.

Browse, ., |

< Barck

Mext =

Cancel

Figure 2-9

2.2.3.1 Select “Next >” (Figure 2-9)
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224 Completing the Certificate Import Wizard

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impork
wizard,

You have specified the Following settings:

Certificabe Store Selected  Automatically determined by ©
Conkent PFx

File Mame & \Moblecert,pl2

J | H

< Back

Figure 2-10

2.2.4.1 Select “Finish” (Figure 2-10)

225 Root Certificate Store Warning

Root Certificate Store |

& Do you wank bo A00D the Following certificate ko the Rook Store?

Subject : Dol CLASS 3 Root CA, PEI, Cob, U5, Government, US

Issuer ; Self Issued

Time Yalidity ; Friday, May 19, 2000 through Thursday, May 14, 2020
Serial Mumber : 04

Thumbprint (shal) @ 10F193F3 40AC9106 DESF1EDC 006247 C4 F250967 1
Thumbprint {mdS) ; 8480365 EEDAFFSF FDECEZ95 EQSSEII0D

Figure 2-11

2.2.5.1 Select “Yes” (Figure 2-11)
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2.2.6 Certificate Import Successful

Certificate Import Wiz x|

@ The impork was successhul,

Figure 2-12
2.2.6.1 Select “OK” (Figure 2-12)
227 Certificates List is Displayed
Certificates d |
Intended purpose: I{.ﬁ.lltb j
Intermediate Certification Authorities I Trusted oot Certification Authorities | 4 I » I
Issued To | Issued By | E:xpirati. .. | Friendly Mame | -
DCID CLASS 3 CA-3 Dol CLASS 3 Rook CA 7142006 DD CLASS 30, ..
ElGlobalSign Root ©A&  Root SEC Autharity 1/28/2014  <Mone>
E=)aTE CyberTrust Root  Root SGC Autharity 2}23(2006  <Mone>
EdMicrosoft windows ... Microsaft Ract Authority  12/31/2002  <Mone=
Edms sac Authority Fuook 3GC Authority 1/1/2010 <Mone =
Elraot Agency Rook Agency 12312039  <MNonex —
EdsecureMet ©A SGC ... Root SEC Authority 10/16/2009  <Mone:
E Thawte Premium Se... Root SEC Authority 7/16/2004  <Mone>
E thawte Server Ca Root S0 Autharity 7/16/2004  <Mone> ~

Expart, .. REmOVE gdvanced. .. |

Certificate intended purposes

e |
Click on the “Close” button
\ Close |

Figure 2-13
2.2.7.1 Select “Close” (Figure 2-13)
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2.2.8 Internet Properties Modifications Complete

Internet Properties d

iener al I Security  Conkent |C|:|nnecti|:|n5 I Programs I Advanced I

—Conktent Advisar

Ratings help wou control the Internet content that can be
m’ viewed on this computer,

Enahble. .. | Sethings. .. |
—Certificates
% IUse certificates to positively identify yourself, certification
@l authorities, and publishers,

Publishers. .. |

—Personal infarmation

P autoComplete staores previous entries AutoComplete. .. |
and suggests matches For o, =

Microsoft Prafile &ssiskant stores your My Profile. .. |
personal infarmation, =

Click on “OK”

(a4 | Cancel | amply

Figure 2-14

2.2.8.1 Select “OK” (Figure 2-14)

2.2.8.2 You have finished the process of loading your CERT file into Internet Explorer and will
now be able to access your NMCI e-mail via Outlook Web Access. Consult the NMCI ISF
document titled “Outlook Web Access Users Guide” for additional information on how to
use this product. The document can be found at the following link:

http://www.nmci-isf.com/downloads/OutlookWebAccess_UserGuide.zip

15


http://www.nmci-isf.com/downloads/OutlookWebAccess_UserGuide.zip

	Go to USMC Appendix to DSP
	Introduction
	NMCI CLIN 004AC Seat:
	NMCI Environment
	NMCI Deployed Environment
	Background and Overview

	Internet Explorer Configuration for PKI CERT
	Configure Internet Explorer Properties
	Locate Internet Explorer (IE) icon the desktop of your machine.
	Internet Properties Configuration
	Import Certificates

	Certificate Import Wizard
	Start of Certificate Import Wizard
	Select CERT File to Import
	Certificate Store
	Completing the Certificate Import Wizard
	Root Certificate Store Warning
	Certificate Import Successful
	Certificates List is Displayed
	Internet Properties Modifications Complete



